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Abstract:  As popularity of the mobile devices, including smartphones and tablets, continues to 
grow, more and more personal data inevitably stored inside these devices and it has become an 
important issue to protect private data on the devices.  Many organizations have adopted Bring 
Your Own Devices (BYOD), allowing employees to use their personal mobile devices at work. But, 
both personal-owned and corporate-owned mobile devices came with security risks.  

Since the protection of private data on mobile devices could not be achieved with a single 
measurement, we designed and implemented centralized management system for Android devices 
based on SCAP (Security Content Automation Protocol) and SE Android.  Automated 
configuration management based on SCAP will reduce time effort for user to setup one’s mobile 
device with recommended configuration, while SE Android allow dynamically manage of security 
policy such as permission management.   
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1 Introduction  

Worldwide shipments of smartphones exceeded 1.2 
billion units in 2014 [8]. Mobile devices, including 
smartphones and tables, have oversold desktop and 
laptop computers in recent years.  Personal private 
data inevitably stored inside these mobile devices, and 
it has become an important issue to protect private 
data on the devices.  

More and more organizations have adopted Bring 
Your Own Devices (BYOD) [2,9], allowing employees 
to use their personal mobile devices at work. Both 
personal-owned and corporate-owned mobile devices 
came with security risks.  Each stolen or lost phone 
opens the organization up to the chance of a breach of 
corporate data.  Organizations also might be 
vulnerable due to poorly configured mobile devices 
that are connected onto corporate networks.  

Mobile device are an easy target for the attackers. 
Edward Snowden, former employer of the US 
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National Security Agency (NSA), revealed that both 
the NSA and UK’s GCHQ developed capabilities to 
take advantage of "leaky" smartphone apps [3].  
Researchers have proposed various approaches to 
safeguard the mobile devices [5-7,14], but at present 
there is no way to guarantee the security of mobile 
devices and smartphones become next frontier in 
cybersecurity [15]. 

Security Content Automation Protocol (SCAP) [11] 
was introduced by NIST (National Institute of 
Standards and Technology) in 2006 and SCAP can be 
used for management of configuration settings. 
Starting with Android 4.3, Security Enhancements for 
Android (SE Android) [4,12] had been included to 
enforce mandatory access control (MAC). 

 In this research, we designed and implemented a 
centralized mobile device management (MDM) [13] 
system to automatically evaluate configuration 
setting of Android devices and to provide permission 
management of Android devices.  Our 
implementations have been tested on Google Nexus 
6P smartphone and Nexus 9 tablet. 
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2 Mobile Device Management (MDM) 

Mobile device management (MDM) [2,13] is a 
methodology to control mobile devices.  Features of 
MDM might include app management, network 
management, security management, etc.  MDM 
approaches usually consist of a centralized server and 
an agent installed in the users’ mobile device.   
Typical client/server approach would closely resemble 
the behavior of open source AndroRAT (Android 
Remote Administration Tool), https://github.com/ 
DesignativeDave/androrat.  Fig. 1 shows the basic 
idea of the developed MDM system. MDM agent is 
distributed and installed on the Android device and 
receive instructions from the MDM server. 

 

 
Figure 1: Mobile device management (MDM) system 

 
  In this research, our MDM server are running 

Ubuntu and we adopt the Android Open Source 
Project (AOSP) [1,16] approach to implement MDM 
agent for manage permission of Android devices.  
AOSP’s SEAndroidManager and SEAndroidAdmin 
on AOSP offer setting and policy management of 
Android devices.   

3 Configuration Management for Android 
Devices 

The Security Content Automation Protocol (SCAP) 
[11] is a suite of specifications that standardize the 
format and nomenclature by which security software 
products communicate software flaw and security 
configuration information.  Improper configuration 
setting (e.g., too small passcode length) of mobile 
devices might cause security risks. We use SCAP to 
provide a standardized approach for configuration 
management of mobile devices. 

In the previous research [10,17], we gave 
preliminary implementation results of SCAP-based 
configuration management for iOS devices and 
Android devices.  Fig. 2 illustrates system 
architecture of the developed configuration 
management of Android devices based on SCAP.   

 

 
Figure 2: Architecture for configuration management 

of Android devices 
 
  A proprietary app was designed and implemented 
to read and write configuration setting of Android 
devices.  Then configuration file will submit to the 
jOVAL-based SCAP server for scoring report against 
recommended configuration.  User could revise 
configuration manually for further evaluation or user 
could download recommended configuration file and 
transfer the file to Android device with the proprietary 
app. 

4 Permission Management for Android 
Devices 

Security-enhanced Linux (SELinux) [4,12] is an 
open-source project that provides a mechanism for 
supporting mandatory access control (MAC) to 
various Linux distributions.  Security Enhancements 
for Android (SE Android) was included in the Android 
4.3 with permissive mode and Android moves to full 
enforcement since the Android 5.0 release.   

Android forces apps to declare the permissions 
they require when use install them. There are 
different categories of permissions each Android app 
has, for example, camera, contacts, location, 
microphone,…, etc.   

The AOSP source codes include 
SEAndroidAdmin for controlling settings and policy. 
We created an MDM agent app with source code from 
SEAndroidAdmin so the MDM server could decide 
what permission is allowed on Android device.   

Although Android 6.0 Marshmallow came with 
partial permission management that user could 
manage a single app’s permissions.  The proposed 
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permission management allow MDM server send 
commands to MDM agent to turn-on or turn-off 
permission across all apps, shown in Fig. 3. 

 

 
Figure 3: Permission management of Android devices  
 

5 Conclusions 

In this research, we developed a centralized mobile 
device management (MDM) system for Android 
devices based on SCAP and SE Android.  Such MDM 
system could automatically manage configuration 
setting and permissions on Android devices.  We are 
currently in the process of adding additional security 
features on the MDM system.  Also, at present, we 
have two separate software on the Android device, one 
for configuration management and the other for 
permission management.  Therefore, we would like 
to combine them into a single app. 
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