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Abstract: As popularity of the iOS mobile devices, such as iPhone and iPad, continues to grow,
more and more personal data inevitably stored inside these devices and it has become an
important issue to protect private data on the devices. In order to protect private data on the
mobile devices, we designed and implemented configuration management software for iOS devices
based on the SCAP (Security Content Automation Protocol).
In 2012, the National Security Agency (NSA) publicly gave a document that provided
recommendations for secure configuration setting of iOS5 mobile devices and we use these
recommendations for configuration management of iOS devices. The iPhone Configuration
Utility (iPCU) is a software program developed by the Apple Inc. and could be used for create and
install configuration profile for iOS mobile devices. In this research, we used iPCU to read
current configuration setting of iOS device and sent to the developed SCAP-based server for
security evaluation and scoring each configuration with OVAL (Open Vulnerability and
Assessment Language) and Common Vulnerability Scoring System (CVSS).
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enterprise-connected desktop and laptop computers.
For example, on-line configuration scanning for
Windows XP systems has been supplied at
http://www.pccare.org.cn, as shown in Fig. 1

Introduction

More and more organizations have adopted Bring
Your Own Devices (BYOD) [3], allowing employees to
use their personal mobile devices at work. Both
personal-owned and corporate-owned mobile devices
came with security risks. Each stolen or lost phone
opens the organization up to the chance of a breach of
corporate data.
Organizations also might be
vulnerable due to poorly configured mobile devices
that are connected onto corporate networks.
In 2010, NIST introduced the USGCB (United
States Government Configuration Baseline) [10],
which was designed to replace the FDCC (Federal
Desktop Core Configuration) [6]. The Microsoft
Windows, IE, and Red Hat USGCB configuration
settings are released by the NIST so that IT vendors
could offer automated methods for assessing and
implementing
USGCB
settings
on
typical

Figure 1: On-line scanning of Windows XP
configuration
About 300 configuration settings on Windows XP
and Windows 7 computers, it is a time-consuming
process for end-user to setup configuration manually.
There are several IT products which perform
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configuration scanning for PC running Windows or
Red Hat operating systems.
Configuration
management of mobile devices is more important,
because smartphones and tablets are usually treated
as consumer products and less attention paid for
security.
According to the IDC Worldwide Mobile Phone
Tracker, November 2013, smartphone average selling
prices have continued to decline and a total of huge
211.6 million smartphone units shipped during the
3Q13 quarter. Therefore, in this research, we focus
on mobile devices and developed server software to
check configuration setting of iOS devices.
In 2012, the National Security Agency (NSA)
publicly gave a document [11] that provided
recommendations for secure configuration setting of
iOS5 mobile devices. The document contains some
general principles and guidance that usually also
applied for mobile users, as summarized in Fig. 2.

!
!
!
!

An XCCDF document represents a structured
collection of security configuration rules for some set
of target systems, such as iOS. In this research,
XCCDF is used to provide configuration checklist
document for iOS devices.
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iOS Mobile Devices

iOS is the operating system developed for iPhone
and iPad by Apple Computer, Inc. Configuration
management of iOS devices is easier than Android
devices for the reason of iPCU [1] is available for iOS
devices. iPCU allows user to easily create and install
configuration profiles while there is not such tool for
Android devices at present. iPCU supports several
user-interface language and Fig. 3 shows its brief
introduction in Japanese.

Encrypt Transmitted Data Whenever Possible
Encrypt Stored Data Whenever Possible
Minimize Software to Minimize Vulnerability
Leverage Security Features, Never Disable Them
Grant Least Privilege
Do Not Jailbreak or Unlock Your iOS Device
Install Software Updates When Available
Connect Only to Trusted Networks
Consider Risks of Using Personal Email Accounts
Be Aware of Phishing
Disable Bluetooth if Practical
Recharge Device Only Through Approved
Methods
Figure 2: General guidance for iOS users by NSA
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Common Platform Enumeration (CPE)
Extensible Configuration Checklist Description
Format (XCCDF)
Open Vulnerability and Assessment Language
(OVAL)
Common Vulnerability Scoring System (CVSS)
[5]

SCAP
Figure 3: iPhone Configuration Utility (iPCU)

The Security Content Automation Protocol (SCAP)
[4,7,8] is a suite of specifications that standardize the
format and nomenclature by which security software
products communicate software flaw and security
configuration information. The USGCB and its
predecessor FDCC, uses SCAP-based technology to
assess that systems are properly configured according
to the recommended USGCB baseline settings.
NIST maintains a list of SCAP-validated products [9].
SCAP is consisted of the following six open XML
standards:
! Common Vulnerabilities and Exposures (CVE)
! Common Configuration Enumeration (CCE)
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SCAP-based Implementation for iOS
Devices

The U.S. National Security Service (NSA) released
its security configuration recommendations for iOS 5
devices last year. The document is publicly available
and we used it to create recommended configuration
file for iOS devices. There are totally 35 possible
configuration setting for iOS devices given in two
XCCDF Profile, "BYOD" and "Enterprise-owned".
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Table 1 gave a comparison of these two profiles.
Note that Enterprise-owned profile has 7 more
configuration setting than BYOD profile.

Enable SSL for Subscribed
Calendar Connections
Enable SSL for CardDav
Connections
Sign Messages
Check Out When Removed
Set Passcode History
Set Maximum Number of
Failed Attempts
Disable Installation of
Third-Party Apps
Disable Camera
Disable iCloud Backups
Disable iCloud Document
Sync
Disable iCloud Photo Stream

Table 1: Configuration profiles of iOS devices
iOS Device Configuration
BYOD Enterprise
-owned
Disable Simple Value for
○
○
Passcode
Require Alphanumeric
○
○
Value for Passcode
Set Minimum Passcode
○
○
Length
Set Minimum Number of
○
○
Complex Characters
Set Maximum Passcode Age
○
○
Set Auto-Lock Time
○
○
Set Grace Period for Device
○
○
Lock
Disable Screen Capture
○
○
Disable Safari Autofill
○
○
Enable Safari Fraud
○
○
Warning
Enable Safari Pop-up
○
○
Blocking
Accept Cookies from Visited
○
○
Sites Only
Disable Sending Diagnostic
○
○
Data to Apple
Disable User Acceptance of
○
○
Untrusted TLS Certificates
Force Encrypted Backups
○
○
Disable Auto-Join for Wi-Fi
○
○
Prevent Moving Messages
○
○
between Mail Accountsounts
Enable SSL for Mail
○
○
Connections
Enable S/MIME Support for
○
○
Mail if Needed
Prevent moving messages
○
○
between ActiveSync
accounts
Enable SSL for ActiveSync
○
○
Communications
Enable S/MIME Support for
○
○
ActiveSync if Needed
Enable SSL for LDAP
○
○
Connections
Enable SSL for CalDav
○
○
Connections

○

○

○

○

○
○

○
○
○
○
○
○
○
○
○

Fig. 4 illustrates system architecture of the
developed configuration management of iOS devices
based on SCAP.

Figure 4: System architecture
At first, user will need to install iPCU [1] on one’s
desktop. Then configuration setting of iOS device,
which is directly connected via USB cable, is read
with iPCU and store it as a file. Now, user could
connect to the SCAP-server with a web browser and
submit configuration file. SCAP server will score
this configuration against standard configuration that
was recommended by the NSA, as shown in Fig. 5.
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There are several open-source software that
provides functionality of SCAP, for example, jOVAL
[2] and OpenSCAP [12]. Our Linux SCAP server
program was developed with jOVAL.
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Conclusions

In this research, we developed a configuration
management system for iOS devices based on the
Security Content Automation Protocol (SCAP). Such
automated configuration management will reduce
time effort for user to setup one’s mobile devices. We
are currently in the process of creating similar system
for Android devices.
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