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Abstract 
 

The development of the Internet has elicited the 
importance of information security. For national 
information security, other than providence and 
release of information security protection messages, 
critical infrastructure information protection (CIIP) 
has also become part of the overall network security. 
How to integrate the related information security data 
for industries and establish the integrative monitoring 
and analytical platform is the first priority at Taiwan. 
Hence, the establishment of the Information Sharing 
and Analysis Center (ISAC) for critical infrastructures 
has become the most important topic at present. The 
ISAC establishment places the greatest emphasis on 
information exchange and analysis so that there must 
be a unified standard for the exchange format and 
operation. Because the differences between critical 
infrastructures are quite large and the sources of the 
workflow processes and threats are not quite the same, 
a public tool is required for such establishment. This 
research discusses how to use Consultative Objective 
Risk Analysis System (CORAS) to establish ISAC of 
critical infrastructures and takes a telecom company 
as an example to simulate episodes of possible risks 
that might occur and to discuss how it functions, how it 
is established, and how it handles risks. 
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1. Introduction 
 

It is said that the internet has no borderlines. As 
rising of information technology age comes, general 
use of worldwide webs has resulted in a rampancy of 
hackers and viruses. Recently, with the development of 
internet, more and more individual industrial control 
systems are inter-connected via internet. This results in 
a high risk of being attacked by hackers and virus. 
Information security on critical infrastructures is 
therefore more important than ever.  

To comprehensively monitor information security 
messages, the best way is to establish Security 
Operation Center (SOC) and ISAC to analyze the 
security risk and find the appropriate treatments 
against the attacks from internet. The SOC and ISAC 
can also issue security alarms rapidly when internet 
attacks occur.   

The government in Taiwan has announced the 
“National Information and Communication 
Infrastructure Security Mechanism Plan (2005 to 
2008)”. According to the plan, one to three ISACs for 
different industries and businesses must be established 
by the end of 2008. This research mainly discusses 
how the critical infrastructure systems in Taiwan, such 
as Chinese Petroleum Corporation (CPC), Taiwan 
Power Company (TPC), and Taiwan Water 
Corporation (TWC), use CORAS, a risk evaluation 
platform,  to effectively issue information security 
events and therefore to reduce the possible damage 
caused by these events. 

The best policy for information security is to 
avoid the occurrences of security events before they 
are really happened. To do this, we should detect 
internet hackers before they invade information 
systems. Prevention of security risk cannot avoid all 
security events totally, but at least it can reduce the 
security risk and respond the security events quickly 
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using standard process and documentation for risk 
management.  
 
2. Literature Review 
 
2.1. National Security Operation Center 
(NSOC) 
 

The SOC is an integrative security monitoring 
mechanism. Figure 1 shows the conceptual diagram of 
SOC. The purpose of SOC is to manage information 
security messages in various environments. The NSOC 
is a nationwide mechanism to integrate different SOCs. 
It functions as an security information exchanging 
platform among all of SOCs in a country. When a 
security even occurs in a SOC, it should rapidly report 
the event to NSOC. After receiving a security event 
from a SOC, NSOC should analyze the event and issue 
security alarm to all SOCs in the country, if necessary. 
NSOC uses an XML-based information exchanging 
standard, called Security Incident Data Exchange 
(SIDEX).  

According to the regulation from the National 
committee of information and Communication 
Security, there are two types of SOCs: class A (for 
governmental departments) and class B (for private 
companies). A governmental department covered by 
class A should establish its own SOC by the 
organization itself. A private company covered by 
class B can delegate an outsourcing information 
company to deal with its SOC management without 
physically establishing its own SOC. 

 

 
 

Figure 1. Boxes macro architecture [4] 
 

2.2. Information Sharing and Analysis Center 
(ISAC) 
 

The Information Sharing and Analysis Center 
(ISAC) is a processing center that carries out 
collecting, analyzing and determining of information 
related to information security. Until November 2007, 
there are totally 19 ISACs for different business and 
industries in USA in 2007 such as financial business, 
electrical power industry, transportation industry, 
healthcare industry, etc. The establishment of ISACs is 
originated from the 63rd US Presidential Order (PDD-
63) in 1988. PDD-63 requires that each governmental 
department should share security information with 
commercial and industrial companies to protect the 
critical infrastructures. In the USA, if a security event 
occurs in an ISAC, the ISAC should inform any other 
ISACs [6] and National Infrastructure Protection 
Center (NIPC) about the security event. 

Although the functions of ISAC are similar with 
those of SOC, there are some differences between 
them. SOC emphasizes more on monitoring while the 
ISAC emphasizes more on threat analysis. The 
differences between SOC and ISAC are shown in 
Table 1.  

 
Table 1.  Comparison  of  ISAC with SOC 

 
 
2.3. Consultative Objective Risk Analysis 
System (CORAS) System Research 
 

CORAS is an integrated platform for risk 
assessment supporting UML for establishing 
information risk models. It was found in 2001 by four 
countries in EU (Greece, Germany, Norway, and UK), 
thee companies (Intracom, Solinet, and Telenor), seven 
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institutes (CTI, FORTH, IFE, NCT, NR, RAL, and 
Sintef) and a university (QMUL in UK).  

Two stages have been done for developing 
CORAS so far. The main task of the first stage (2001-
2003) is to develop information assessment platform. 
The main goal of the second stage (2004-2007) is to 
enhance the functionalities of CORAS.  Furthermore, 
CORAS follows the international standards such as 
Austria Standard/New Zealand Standard (AS/NZS) 
4360:1999 and ISO/IEC 17799-1: 2000 Code of 
Information Security Management. The documentation 
of CORAS is based on Reference Model for Open 
Distributed Processing (RM-ODP). 

 
2.4. The CORAS risk assessment 
methodologies [8] 
 

There are five methodologies used in CORAS 
including:  
1. Hazard and operability study (HAZOP) 
2. Fault Tree Analysis (FTA) 
3. Failure Mode and Effect Criticality Analysis 

(FMECA) 
4. Markov analysis methods (Markov) 
5. CCTA Risk Analysis and Management 

methodology (CRAMM) 
The main goal of CORAS is to improve the traditional 
risk assessment methodology to get better results. 
 
3. CORAS Research (by power system case) 
 
3.1. Features of CORAS [9] 
 
1. Open source solution.  
2. Free of charge. 
3. Provided with five risk assessment methods 

including HazOp, FMECA, Markov Analysis, and 
CRAMM. 

4. Portable with XML standard. 
5. Extensible  
6. Integrated with three major XML data models 

including: 
 XMI (XML Metadata Exchange) 

standardized by Object Management 
Group (OMG) 

 CORAS-specific XML-compliant data 
format for risk assessment 
indicators. 

 Intrusion Detection Messaging Exchange 
Format (IDMEF) by IETF. 

In addition, CORAS applies Unified Modeling 
Language (UML) and Unified Process (UP) in risk 
assessments for information systems. 
 

3.2. Installation environments [13] 
 
3.2.1. Windows Installation environment  
 
1. To run the CORAS Tool, you need Java version 

1.4.2 or newer. If you do not have Java installed, 
downloads and installation instructions are 
available at http://java.sun.com/j2se/. The 
CORAS Tool is developed and tested using Java 
SDK 1.4.2, which is available at 
http://java.sun.com/j2se/1.4.2/download.html. 
Make sure the JAVA_HOME environment 
variable is set up properly, otherwise you may be 
unable to run the CORAS Tool. On Windows 
2000/XP, this can be done in Control Panel -> 
System -> Advanced tab -> Environment 
variables Click 'New' to create a new 
environment variable. In the field 'Variable 
name' enter JAVA_HOME, and in 'Value' enter 
the Java installation location, e.g. C:\j2sdk1.4.2. 

2. Go to the website of the CORAS, 
http://coras.sourceforge.net/downloads.html, 
download free software, CorasTool-2.1b1-win-
installer.exe This is the Windows version of the 
installation, the installation. 

3. The bin directory contains the scripts needed to 
start the CORAS server and client. First, go to 
the C:\Program Files\CORAS Tool 2.1b1\bin
run the CORAS server under Windows, run the 
start-server.bat file in the bin directory, e.g. by 
double-clicking on it in File Explorer. 

4. If Java is installed properly, the CORAS server 
should now be up and running. The CORAS 
server will print out status messages in a console 
window. Wait until the server is ready - it will 
print out a line similar to: 15:56:49,969 INFO 
[Server] JBoss <MX MicroKernel> [4.0.3SP1 
<build: CVSTag=JBoss_4_0_3_SP1 
date=200510231054>] Started in 52s:726ms. 

5. Once the server is ready, you can launch the 
CORAS client application. To run the CORAS 
client under Windows, double-click on the 
client.bat file in the bin directory. CORAS start  
platform. Example: Figure 2.CORAS login  
image. Example: Figure 3 .Overview of the 
CORAS Framework image. Example:  Figure 4 . 
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Figure  2. CORAS start  platform 

 

 
Figure  3. CORAS login  image 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Figure 4. Overview of the CORAS Framework [12] 
 

3.2.2. Linux/Unix Installation environment 
 
1. To run the CORAS Tool, you need Java version 

1.4.2 or newer. If you do not have Java installed, 
downloads and installation instructions are 
available at http://java.sun.com/j2se/. The 
CORAS Tool is developed and tested using Java 
SDK 1.4.2, which is available at 
http://java.sun.com/j2se/1.4.2/download.html. 
Make sure the JAVA_HOME environment 
variable is set up properly, otherwise you may be 
unable to run the CORAS Tool. On Windows 
2000/XP, this can be done in Control Panel -> 
System -> Advanced tab -> Environment 
variables Click 'New' to create a new 
environment variable. In the field 'Variable 
name' enter JAVA_HOME, and in 'Value' enter 
the Java installation location, e.g. C:\j2sdk1.4.2. 

2. Go to the website of the CORAS, 
http://coras.sourceforge.net/downloads.html, 
download free software, CorasTool-2.1b1-
installer.jar This is the Linux/Unix version of the 
installation, the installation. 

3. To run the server under Linux/Unix, go to the bin 
directory and type sh start-server.sh. 

4. Next To run the client under Linux/Unix, go to 
the bin directory and type sh client.sh. 

5. Login to the CORAS Tool with username 
default, password default. 

 
3.3 CORAS  System  Operation (by Power 
System Case ) 
 

In this Research, the electric power system 
provided by the power companies as an example of 
information. Use Failure Mode and Effect Criticality 
Analysis (FMECA) For the risk assessment methods. 
The data will build on the platform in CORAS and 
carry on risk valuation. According to the risk evaluate 
the written report content dispose of threat event and 
reduce the occurrence of risk. It is a target of build 
ISAC. 

 
3.3.1. CORAS Risk Analysis Project Procedures 
 
There are five steps to build a CORAS project for a 
power company. Twelve tables are created during the 
five steps. The five steps and twelve tables are shown 
as follows: 
Step1.Context identification  

  1.1 Creating Schedule Table. 
1.2 Creating Asset Table 
1.3 Creating Value Definition Table 
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Step2. Risk identification  
    2.1 Creating   FMEA (FMECA) analysis Table 
    2.2 Creating Vulnerability Table 
    2.3 Creating Scenario Table 
 
Step3. Risk analysis  
    3.1 Creating Consequence and Frequency Table 
 
Step4. Risk evaluation  
    4.1 Creating Risk Category Table 
    4.2 Creating Risk Evaluation Table 
 
Step5. Risk treatment  
    5.1 Creating Treatment Identification Table 
    5.2 Creating Treatment Evaluation Table 
 
Figure 5 shows the twelve tables created by the five 
steps. 
 

 
Figure  5. Main CORAS Tool window 

 
Figure 6 shows the table created in Step 1.1 related to 
the schedule table for information security meetings. 
 

 
Figure 6. Schedule Table 

 

Figure 7 shows the table created in Step 1.2 related to 
the asset table of the power system project. These 
assets are ranked by their importance. 
 

 
Figure 7 . Assets Table 

 
Figure 8 shows the value definition table created in 
Step 1.3. This table defines the values of assets, the 
frequenies of information security events, and the 
outcomes of the security events.  
 

 
Figure 8. Value Definition table 

 
Figure 9 shows the FMEA (FMECA) analysis table. 
This table can be used in FMEA (FMECA) for risk 
assessment.  
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Figure 9. Risk identification Table 

 
Figures 10 to 12 show the reports of security analysis 
results. These reports can be used to reduce the 
information security risks.  
 

 
Figure 10.Security Analysis results Report image1 

 

 
Figure 11.Security Analysis results Report image2 

 
 
 

 
Figure 12.Security Analysis results Report image3 

 
Figure 13 displays the symbols used in CORSA.  
 

 
Figure 13. Symbol used in CORAS [13] 

 
Figure 14 demonstrates the overview diagram of the 
power system case. 
 

 
Figure 14. The Overview diagram of the Power system 

case. 
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4. Discussion and Conclusion 
 

The major function of ISAC is to collect 
information security events, analyze the risks of these 
security events and issue security alerts if necessary. 
Risk analysis plays a very importance role in CORSA. 
Using the functionality of risk analysis can 
significantly reduce the information security risk and 
therefore decrease the damages caused by security 
events.  

This study applied CORAS in power system case 
system to evaluate the information security risks. Five 
steps were adopted. Twelve figures were generated for 
security assessments. An overview diagram for the 
power system case was also presented to provide the 
overall concept for the risk management of the power 
system case.  

In addition, CORAS provides a friendly tool for 
drawing security-related pictures using well-developed 
visual components such as symbols of hacker, asset, 
threat, risk, etc. CORAS can also display the diagrams 
drawn in VISIO format. 

In summary, CORAS is a useful and friendly tool 
for information security assessment. CORAS has 
provided an open language and common platform as a 
tool for risk analysis and management. It allows users 
to effectively manage and share the established risk 
management projects and enjoy the advantages that 
UML images are easy to read and easy to understand. 
CORAS supports the current main stream of risk 
evaluation methods, such as HazOp, FTA, FMECA, 
Markov Analysis and CRAMM. A JAVA-written 
platform with the support of the XML format enables 
the user to exchange and manage the information 
without any difficulty. Hence, CORAS can be quite a 
practical tool on risk management. This study expects 
to localize the CORAS platform into Chinese to enable 
more people to use this software. It is also hoped that 
we can get as many opinions from the more advanced 
as possible. 
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